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Abstract 

Ad-hoc networks are the networks do not rely on fixed infrastructure. In such network all the 

networking functions are performed by the nodes in a self organized manner. Due to infrastructure 

less architecture security in communication is of a major concern. Ad-hoc networks are the 

evolving technology in wireless networks. In such network all the networking functions are 

performed by the nodes in a self organized manner. The main objective is to develop a fully self-

organized public-key management system for Ad-hoc networks aims to realize a public-key 

cryptographic method to perform authentication regardless of the network partitions and without 

any centralized services. The Security method to be realized is based on self organization among 

network nodes by updating information. 
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INTRODUCTION 

Ad-hoc networks are a new paradigm of wireless communication for mobile hosts. There is no fixed 

infrastructure such as base stations for mobile switching. Nodes within each other’s. There are two 

different types of wireless networks  

 The easiest network topology is where each node is able to reach all the other nodes with a 

traditional radio relay system with a big range. There is no use of routing protocols with this kind of 

network because all nodes “can see” the others. 

 The second kind uses also the radio relay system but each node has a smaller range, therefore one 

node has to use neighboring nodes to reach another node that is not within its transmission range. 

Then, the intermediate nodes are the routers. 

Start
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Stop
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Figure 1: Working of a general Ad-Hoc Network 

 

There are five major security goals that need to be addressed in order to maintain a reliable and secure 

ad-hoc network environment they are 

 Confidentiality: Protection of any information from being exposed to unintended entities. In ad-hoc 

networks this is more difficult to achieve because intermediates nodes (that act as routers) receive 

the packets for other recipients, so they can easily eavesdrop the information being routed. 

 Availability: Services should be available whenever required. There should be an assurance of 

survivability despite a Denial of Service (DOS) attack. On physical and media access control layer 
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attacker can use jamming techniques to interfere with communication on physical channel. On 

network layer the attacker can disrupt the routing protocol. On higher layers, the attacker could 

bring down high level services e.g. key management service. 

 Authentication: Assurance that an entity of concern or the origin of a communication is what it 

claims to be or from. Without which an attacker would impersonate a node, thus gaining 

unauthorized access to resource and sensitive information and interfering with operation of other 

nodes. 

 Integrity: Message being transmitted is never altered 

 Non-repudiation: Ensures that sending and receiving parties can never deny ever sending or 

receiving the message. 

Authentication 

Authentication is the basis of any secure communication. 

Without a robust authentication mechanism security goals are not achievable. Authentication assures 

that the origin of communication is what it claims to be or from. 

Without this an attacker would pretend to be another node and may gain unauthorized access to 

resource and secure information. 

 

Methods of authentication 

 Several methods of authentication have been proposed for ad hoc networks.  

 The threshold cryptographic method is found to be the most commonly used current method 

 

RELEATED WORK 

Threshold Cryptographic Method  

The Network authenticate the data transfer based on a centralized node key exchange 

• The centralized node is decided based on the node coverage Probability. 

• The node with maximum number of nodes as its neighbor is declared as the head. 

• All the member nodes transfer their public key to the centralized node. 

• The keys are requested and recovered from this node on request. 
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Figure 2 Threshold cryptography 

 

N1, N2, N3… Member nodes K1, K2, K3…  Corresponding Keys 

 

Limitations: 

• Threshold based cryptography method is based on the centralized node for monitoring the keys. 

• The key distribution and Authentication is completely relied on centralized node. 

• Any failure in key generation may result in wrong authentication. 

• All nodes depend on the centralized node for authentication. 

• Due to key Request the communication results in delayed packet transfer rate. 

Self organized cryptography 

Each node distributes its public key to their one hop neighbor during the broadcast period. Each node 

acknowledge back to the node back with the certificate for the received node key. The Exchanged 

certificates are saved as repository tables in each node. The exchanged certificate gives the 

authentication of the key received by presenting the key of node-m’s key which it received with its own 

key. The authentication of the key is done by the node by checking the second field of the certificate i.e 

it’s own as received by node-n 
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Figure 3: Self organized cryptography 

Repository Updating 

After every beacon period the network update the repository entry with the new certificates as updated 

entry and previous entry as Backup repository. 

 

 

Figure 4: Repository Updating 

 

Advantages: 

The proposed self-organized public key management system is completely independent in operation. 

Does not rely on any centralized node for key. The method performs certificate exchange so the 

authentication is most secure. The repetitive certificates are kept as backup so the trustiness of the key 

is evaluated. As the updated repository table holds only the new keys entered the resource required is 
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very less. Each Node maintains a key table hence the key request time is completely avoided, making 

the communication delay minimum. 

 

Implementation 

We will consider randomly distributed nodes and create nodes and keys.  

In this implementation using mat lab, we will compare the threshold cryptography method with the self 

organized cryptography method and calculate and plot Propagation delay, Average Packet Delivery, 

Repository Updating. 

 

 

Figure 5:  select operation 

    

Figure 6: selecting cryptography method 
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Figure  7 : Adding or removing nodes and updating 

Results 

Considered Network 

 

Figure 8 Randomly distributed Nodes 

 

Case 1: With No Add-on nodes 

 

Figure 9:  Propagation delay plot 
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Figure 10: Average Packet Delivery plot 

 

Figure 11: Repository Updating plot 

Case 2: With 2 Add-on nodes 

 

Figure 12: Propagation delay plot 

 

Figure 13: Average Packet Delivery plot 
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Figure 14: Repository Updating plot 

 

Case 3: With 2 Add-on nodes, 1-remove-Node 

 

 

Figure 15: Propagation delay plot 

 

Figure 16: Average Packet Delivery plot 

 

Figure 17: Repository Updating plot 
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CONCLUSION 

A self organized key distribution mechanism is developed for ad Hoc network. The proposed self key 

management scheme outperforms the performance of the existing threshold based cryptography. The 

repository updating factor is observed to be reduced down with more number of users; hence the 

proposed scheme is optimal under resource constraint systems. The packet delay is found to be less in 

self organized cryptography as compared to Threshold based cryptography. 
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